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https://demo.elastic.co/
X/
2% HEWRENK Y
Ny D4

fR3Z: nginx,haproxy
web Z: nginx,tomcat
B % Z: mysql,redis,mongo,elasticsearch

BAERSGZ: secure,message

FI3TE RHEHEELK /\,

3.1 BEJ7Hbht

https://www.elastic.co/guide/index.html

07 7 7
3.2 IR E java

2

[root@elk-175 ~]# yum install java-1.8.0-openjdk.x86_64 -y
[root@elk-175 ~]# java -version

openjdk version "1.8.0_212"

OpenJDK Runtime Environment (build 1.8.0_212-b04)
OpenJDK 64-Bit Server VM (build 25.212-b04, mixed mode)

3.3 FEHEIE
- Yy

yum install ntpdate -y

ntpdate timel.aliyun.com

|

3.4 ‘ZEEAEE elasticsearch

[root@elk-175 ~]# mkdir /data/soft/ -p
[root@elk-175 ~]# cd /data/soft/
[root@elk-175 soft]# rz

[root@elk-175 soft]# ||
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SR 506120
-rw-r--r-- 1 root root 114059630 2 J§ 25 11:09 elasticsearch-6.6.0.rpm
-rw-r--r-- 1 root root 36581177 4 J] 27 12:29 elasticsearch-head.tar.gz
-rw-r--r-- 1 root root 11790119 2 /] 25 11:08 filebeat-6.6.0-x86_64.rpm
-rw-r--r-- 1 root root 185123116 2 /§ 25 11:11 kibana-6.6.0-x86_64.rpm
-rw-r--r-- 1 root root 170703770 2 H 25 11:38 logstash-6.6.0.rpm

[root@elk-175 soft]# rpm -ivh elasticsearch-6.6.0.rpm
. elasticsearch-6.6.0.rpm: 3k V4 RSA/SHA512 Signature, %% ID d88e42b4: NOKEY
R HEHFHAHH R HHHHH B R AHH AR R [100%)]
Creating elasticsearch group... OK
Creating elasticsearch user... OK
BT 2%

1l:elasticsearch-0:6.6.0-1 HURBHH AR H AR RS H AR #HE [100%)

### NOT starting on installation, please execute the following statements to configure elasticsearch
service to start automatically using systemd

sudo systemctl daemon-reload

sudo systemctl enable elasticsearch.service
### You can start elasticsearch service by executing

sudo systemctl start elasticsearch.serviceCreated elasticsearch keystore in /etc/elasticsearch

Yy 7

3.4.1 fHXFCE H X KECE X4
/N

[root@elk-175 ~]# rpm -qc elasticsearch
/etc/elasticsearch/elasticsearch.yml
/etc/elasticsearch/jvm.options
/etc/elasticsearch/log4j2.properties
/etc/elasticsearch/role_mapping.yml
/etc/elasticsearch/roles.yml
/etc/elasticsearch/users
/etc/elasticsearch/users_roles
/etc/init.d/elasticsearch
/etc/sysconfig/elasticsearch
/usr/lib/sysctl.d/elasticsearch.conf
/usr/lib/systemd/system/elasticsearch.service

3.4.2 ES Hit B Rk

[root@elk-175 soft]# vim /etc/elasticsearch/elasticsearch.yml
[root@elk-175 soft]# grep "[a-z] /etc/elasticsearch/elasticsearch.yml

node.name: node-1

ZEEZHEEM http://www.oldboyedu.com




ZHRP Linux BHELZRBE Z B T #FE (www.oldboyedu.com)

path.data: /var/lib/elasticsearch

path.logs: /var/log/elasticsearch

bootstrap.memory_lock: true

network.host: 192.168.47.175,127.0.0.1

http.port: 9200

[root@elk-175 soft]# systemctl daemon-reload

[root@elk-175 soft]# systemctl enable elasticsearch.service

Created symlink from /etc/systemd/system/multi-user.target.wants/elasticsearch.service to
/usr/lib/systemd/system/elasticsearch.service.

[root@elk-175 soft]# systemctl start elasticsearch.service

7T/
3.4.3 BEIRMEREE
l -~
BEIN R B & R ILRI, JR B R Y A7 I AAH
[2019-05-12T14:39:58,764][ERROR][0.e.b.Bootstrap ] [node-1] node validation exception

[1] bootstrap checks failed
[1]: memory locking requested for elasticsearch process but memory is not locked

—
3.4.4 BUEWTERIARITTR
BT s / Y

https://www.elastic.co/guide/en/elasticsearch/reference/6.4/setup-configuration-memory.html
https://www.elastic.co/guide/en/elasticsearch/reference/6.4/setting-system-settings.html#sysconfig
#H# BOUR SR E

vim /usr/lib/systemd/system/elasticsearch.service

#HE NN 24

[Service]

LimitMEMLOCK =infinity

### =)

systemctl daemon-reload

systemctl restart elasticsearch

« NY | |
3.4.5 MERNRT I
/47 7
[root@elk-175 ~]# netstat -Intup|grep 9200
tcpb 0 0192.168.47.175:9200 o LISTEN 15824/java
tcpb 0 0127.0.0.1:9200 nF LISTEN 15824/java

[root@elk-175 ~]# curl localhost:9200
{

"name" : "node-1",

"cluster_ name" : "elasticsearch”,
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"cluster_uuid" : "As5ZIEQ2SyqOktLLOhg5XA”",
"version" : {

"number” : "6.6.0",

"build_flavor" : "default”,

"build_type" : "rpm”,

"build_hash" : "a9861f4",

"build_date" : "2019-01-24T11:27:09.439740Z",

"build_snapshot" : false,

"lucene_version" : "7.6.0",

"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"
1

"tagline" : "You Know, for Search"

}
3.5 IRFER LKA E es-head
3.5.1 FEMFE T ftudk
i NI
https://github.com/mobz/elasticsearch-head
Yy 7

3.5.2 1§ F docker 5 elasticsearch-head
1/

docker pull alivv/elasticsearch-head
docker run --name es-head -p 9100:9100 -dit alivv/elasticsearch-head

N r'
3.5.3 fH nodejs %ﬁ%ﬁ%

‘3
B M /l/j/‘ <

https://nodejs.org/en/download/package-manager/
https://nodejs.org/dist/latest-v10.x/
http://npm.taobao.org

X7 VA,

yum install nodejs npm openssl screen -y

node -v

npm -v

npm install -g cnpm --registry=https://registry.npm.taobao.org
cd /opt/

git clone git://github.com/mobz/elasticsearch-head.git

cd elasticsearch-head/

cnpm install
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screen -S es-head
cnpm run start

Ctrl+A+D
P ) H .
B 7 Ui B : x

https://www.elastic.co/guide/en/elasticsearch/reference/6.6/modules-http.html

RBH. NV

http.cors.enabled: true
http.cors.allow-origin: "*"

semgom

IP #111:9100

3.6 AR W BB X % ZE es-head
1 FH R 454 3 22 2% es-head I R LA BB, X 48 J& AT FET IR i

R
1.5 %%, Ei‘%?ﬁ?ﬂ‘a#ﬁ%ﬁﬁﬂ%%&ﬂﬂ% é

2. I L YL A0 55 s R LAE A i e 1

3.7 ZHERL E kibana

/LAY
[root@elk-175 soft]# rpm -ivh kibana-6.6.0-x86_64.rpm

[root@elk-175 soft]# grep "~[a-z]" /etc/kibana/kibana.yml
server.port: 5601

server.host: "192.168.47.175"

elasticsearch.hosts: ["http://localhost:9200"]

kibana.index: ".kibana

[root@elk-175 soft]# systemctl start kibana
[root@elk-175 soft]# systemctl status kibana

[root@elk-175 soft]# netstat -Intup|grep 5601
tcp 0 0192.168.47.175:5601 0.0.0.0:* LISTEN 16442/node

3.8 &% filebeat F logstash

rpm -ivh filebeat-6.6.0-x86_64.rpm
ZBEBEHEEM http://www.oldboyedu.com
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rpm -ivh logstash-6.6.0.rpm

3.9 docker %3 elk

version: '3’
services:
elasticsearch:
image: elasticsearch:vl
container_name: elasticsearch
environment:
- cluster.name=docker-cluster
- bootstrap.memory_lock=true
- "ES_JAVA_OPTS=-Xms8g -Xmx8g"
- "discovery.zen.ping.unicast.hosts=elasticsearch"
ulimits:
memlock:
soft: -1
hard: -1
volumes:
- /data/docker_es_data:/usr/share/elasticsearch/data
ports:
- 19200:9200
networks:
- esnet
elasticsearch-head:
image: elasticsearch-head:vl
container_name: elasticsearch-head
ports:
- 19100:9100
networks:
- esnet
kibana:
image: kibana:vl
container_name: kibana
environment:
- ELASTICSEARCH_URL="http://elasticsearch:9200"
- kibana.index="kibana"
ports:
- 15601:5601
networks:
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- esnet
logstash:
image: logstash:vl
container_name: logstash
environment:
- ELASTICSEARCH_URL="http://elasticsearch:9200"

ports:
- 16379:6379
networks:
- esnet
networks:
esnet:
$AE FH filebeat Bt B H H UL 0’

4.1 W4 nginx H&

[root@elk-175 ~]# yum install nginx httpd-tool -y

om0

[root@elk-175 ~]# systemctl start nginx

[root@elk-175 ~]# netstat -Intup|grep nginx

tcp 0 0 0.0.0.0:80 0.0.0.0:* LISTEN 1888/nginx: master
tcp6 0 0::80 i LISTEN 1888/nginx: master
[root@elk-175 ~]# ab -c 10 -n 100 192.168.47.175/

[root@elk-175 ~]# ab -c 10 -n 100 192.168.47.175/test.html

assmss

[root@elk-175 ~]# tail -f /var/log/nginx/access.log

192.168.47.175 - - [13/May/2019:00:24:02 +0800] "GET /test.html| HTTP/1.0" 404 3650 "-"
"ApacheBench/2.3" "-"

192.168.47.175 - - [13/May/2019:00:24:02 +0800] "GET /test.html| HTTP/1.0" 404 3650 "-"
"ApacheBench/2.3" "-"
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4.1.4 BRHE filebeat Y&EEEH £
AH I MR

https://www.elastic.co/guide/en/beats/filebeat/7.x/filebeat-input-log.html
https://www.elastic.co/guide/en/beats/filebeat/7.x/configuration-template.html
https://www.elastic.co/guide/en/beats/filebeat/7.x/configuration-template.html

IR & 7/‘7 v

filebeat.inputs:
- type: log

enabled: true

paths:

- /var/log/nginx/access.log

setup.kibana:

host: "192.168.47.175:5601"
output.elasticsearch:

hosts: ["localhost:9200"]

index: "nginx-%{[beat.version]}-%{+yyyy.MM.dd}"
setup.template.name: "nginx"
setup.template.pattern: "nginx-*"
setup.template.enabled: false
setup.template.overwrite: true

7 A
4.1.5 kibana i &

management-->index patterns-->&%3tamp
iy 4

4.1.6 &% nginx HEA json #&3X
A WhAl B =

log_format main '{ "time_local": "$time_local", '
""remote_addr": "$remote_addr", '
"referer": "$http_referer”, '
"request”: "$request”, '
""status": $status, '

"bytes": $body_bytes_sent, '

""agent": "$http_user_agent”, '

""x_forwarded": "$http_x_forwarded_for", '

"up_addr": "$upstream_addr";’

"up_host": "$upstream_http_host",

"upstream_time": "$upstream_response_time",'

""request_time": "$request_time"’
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B

417 BEEHEREN json R
[root@elk-175 ~]# tail -f /var/log/nginx/access.log
{ "time_local": "13/May/2019:00:30:51 +0800", "remote_addr": "192.168.47.175", "referer": "-", "request":
"GET /test.html HTTP/1.0", "status": 404, "bytes": 3650, "agent": "ApacheBench/2.3", "x_forwarded": "-",
"up_addr": "-","up_host": "-","upstream_time": "-","request_time": "0.000" }
{ "time_local": "13/May/2019:00:30:51 +0800", "remote_addr": "192.168.47.175", "referer": "-", "request":
"GET /test.html HTTP/1.0", "status": 404, "bytes": 3650, "agent": "ApacheBench/2.3", "x_forwarded": "-",
"up_addr": "-","up_host": "-","upstream_time": "-","request_time": "0.000" }

v / X

4.1.8 ELZANHEHREBRET]

filebeat it & \%

[root@elk-175 filebeat]# cat filebeat.yml
filebeat.inputs:
- type: log

enabled: true

paths:

- /var/log/nginx/access.log
json.keys_under_root: true
json.overwrite_keys: true
tags: ["access"]

- type: log
enabled: true
paths:

- /var/log/nginx/error.log
tags: ["error"]

setup.template.settings:
index.number_of shards: 3
setup.kibana:
host: "192.168.47.175:5601"
output.elasticsearch:
hosts: ["localhost:9200"]
indices:
- index: "nginx_access-%{[beat.version]}-%{+yyyy.MM.dd}"
when.contains:
tags: "access”
- index: "nginx_error-%({[beat.version]}-%{+yyyy.MM.dd}"
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when.contains:
tags: "error"
setup.template.name: "nginx"
setup.template.pattern: "nginx_*"
setup.template.enabled: false
setup.template.overwrite: true

4.2 Y 4E tomcat HE

yum install tomcat tomcat-webapps tomcat-admin-webapps tomcat-docs-webapp tomcat-javadoc -y

[root@elk-175 ~]# systemctl start tomcat

[root@elk-175 ~]# systemctl status tomcat

[root@elk-175 ~]# |sof -i:8080

COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME

java 18915 tomcat 49u IPv6 61950 0t0 TCP *:webcache (LISTEN)

@ FEZ | 192.168.47.175:8080 B % U O K®DY
Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/7.0.76 / APACHE 580 /iaan anss)

If you're seeing this, you've successfully installed Tomcat. Congratulations!

™  Recommended Reading: Server Status
% Security Considerations HOW-TO METHGTIATE
Manager Application HOW-TO _—

Clustering/Session Replication HOW-TO Host Manager,
Developer Quick Start
Tomcat Setup Ims & AAA Examples Servlet Specifications
First Web Application JDBEC DataSources Tomcat Versions

[root@elk-175 ~]# vim /etc/tomcat/server.xml
[root@elk-175 ~]# cat -n /etc/tomcat/server.xml

137 <Valve className="org.apache.catalina.valves.AccessLogValve" directory="logs"
138 prefix="localhost_access_log." suffix=".txt"
139
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pattern="{&quot;clientip&quot;:&quot;%h&quot; &quot;ClientUser8quot;:8&quot;%I&quot; &quot;auth
enticated&quot;:&quot;%u8quot; &quot;AccessTime&quot;:&quot; %t&quot; &quot;method&quot;:&q
uot;%r&quot; &quot;status8quot;:&quot; %es&quot;, &quot;SendBytes&quot;:&quot;%b&quot;, &quot;Q
uery?string&quot;:&quot;%q&quot;, &quot;partner8&quot;:&quot;%{Referer}i&quot; &quot;AgentVersio
n&quot;:&quot;%{User-Agent}i&quot;}"/>

_A

425 BREHFINBERE AN json KR
<\" A\

[root@elk-175 ~]# systemctl restart tomcat

[root@elk-175 ~]# tail -f /var/log/tomcat/localhost_access_log.2019-05-13.txt
{"clientip":"192.168.47.1","ClientUser":"-","authenticated":"-","AccessTime":"[13/May/2019:13:18:03
+0800]","method":"GET /docs/images/tomcat.gif
HTTP/1.1","status":"200","SendBytes":"2066","Query?string":"","partner":"http://192.168.47.175:8080/do
cs/realm-howto.html”,"AgentVersion":"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/72.0.3626.109 Safari/537.36"}

AT Y N

{
"clientip™: "192.168.47.1",
"ClientUser": "-",
"authenticated™ "-",
"AccessTime": "[13/May/2019:13:18:03 +0800]",
"method": "GET /docs/images/tomcat.gif HTTP/1.1",
"status": 200",

"Query?string™: ",
"partner"; "http://192.168.47.175:8080/docs/realm-howto.html",
"AgentVersion": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/72.0.3626.109 Safari/537.36"

iEwiz ol FR RS BX EREX %CET8l &% & FE layuiAdmin-i& i /5 & BEIR

KD -

4.2.6 filebeat it &
/My

[root@elk-175 ~]# cat /etc/filebeat/filebeat.yml
filebeat.inputs:
- type: log
enabled: true
paths:
- /var/log/tomcat/localhost_access_log*

json.keys_under_root: true
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json.overwrite_keys: true
setup.kibana:

host: "192.168.47.175:5601"
output.elasticsearch:

hosts: ["localhost:9200"]

index: "tomcat-%{[beat.version]}-%{+yyyy.MM.dd}"
setup.template.name: "tomcat"
setup.template.pattern: "tomcatn-*"
setup.template.enabled: false
setup.template.overwrite: true

it B £ host #r2%

4.3 4 java HE

https://www.elastic.co/guide/en/beats/filebeat/6.6/multiline-examples.html

KN java HEMHHERIER £, HFEE 2L #Ek/l\%‘l( B AR B 2 AT DL R AR X
[Al 4 elasticsearch A< & iift /2 java JF & [, AITAT LB B2 4E ES B H &

[root@elk-175 ~]# cat /etc/filebeat/filebeat.yml
filebeat.inputs:
- type: log

enabled: true

paths:

- /var/log/elasticsearch/elasticsearch.log

multiline.pattern: "M\['

multiline.negate: true

multiline.match: after
setup.kibana:

host: "192.168.47.175:5601"
output.elasticsearch:

hosts: ["localhost:9200"]

index: "es-%f{[beat.version]}-%{+yyyy.MM.dd}"
setup.template.name: "es"
setup.template.pattern: "es-*"
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setup.template.enabled: false
setup.template.overwrite: true

4.4 Y 4& docker HE

4.4.1 &3 docker

rm -fr /etc/yum.repos.d/local.repo

curl -o /etc/yum.repos.d/CentOS-Base.repo http://mirrors.aliyun.com/repo/Centos-7.repo

wget -O /etc/yum.repos.d/docker-ce.repo https://mirrors.ustc.edu.cn/docker-ce/linux/centos/docker-
ce.repo

sed -i 's#download.docker.com#mirrors.tuna.tsinghua.edu.cn/docker-ce#g' /etc/yum.repos.d/docker-
ce.repo

yum install docker-ce -y

systemctl start docker

cat > /etc/docker/daemon.json <<EOF

{

"registry-mirrors": ["https://registry.docker-cn.com”]

}
EOF
systemctl restart docker
A /A
4.4.2 IB1T nginx 58
« v N~

docker pull nginx

docker run --name nginx -p 80:80 -d nginx
docker ps

docker logs -f nginx

N T
4.43 BB filebeat WA HEA docker HE

-

https://www.elastic.co/guide/en/beats/filebeat/6.7/filebeat-input-docker.html

ﬁﬁ‘@d’cky AR 1D

docker inspect nginx-test|grep -w "Id"

B & A

filebeat.inputs:
- type: docker
containers.ids:
- '2338d5038f7a2eac96d84d6cf424fb1829bd754ec5e0df944bdd29babd6la54e’
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tags: ["docker-nginx"]
output.elasticsearch:
hosts: ["localhost:9200"]
index: "docker-nginx-%({[beat.version]}-%{+yyyy.MM.dd}"
setup.template.name: "docker"
setup.template.pattern: "docker-*"
setup.template.enabled: false
setup.template.overwrite: true

\N \\ ¥V
4.4.4 fFREBFETE RS HE
=~ A ]
)
BN 9 flebeat 81 T HCHk %/ 8800 H 5 K
https://www. elastic. co/guide/en/beats/filebeat/7. 2/filebeat—input—container. html

A ?
4.4.5 iLE filebeat BIRBRE LM EFREE

N/
B A 145 24 docker GeIRE# THF LA T HibHIR, W4 ﬁ%ﬁ?@@«ﬁﬁ?ﬁ%%iﬁﬁ@l
BB EBI MR ETEE AN

docker commit nginx nginx:v2

docker images

docker run --name nginx -p 8080:80 -d nginx:v2
docker ps -q

BRI R T A T P NN

[root@elk-176 containers]# Is /var/lib/docker/containers/
2338d5038f7a2eac96d84d6¢f424fb1829bd754ec5e0df944bdd29babd61a54e
3bb5250e7e50a4ed8d1fae7a43d3bf4294864ac4e0afl25ae5231cd9bd76b914

b E B filebeaf 1 %s}?mm%ﬁﬁﬁa@m% F B8 SR — I IMEIX 5
2% HENE :

SR
ARy

WA, TR H 2 LA #5-json.log iy 2 77 AE BRI H 3% T Y json %

[root@elk-176 ~]# head -1
/var/lib/docker/containers/2338d5038f7a2eac96d84d6cf424fb1829bd754ec5e0df944bdd29babd61a54e
/2338d5038f7a2eac96d84d6cf424fb1829bd754ec5e0df944bdd29babd61la54e-json.log
{"log":"192.168.47.1 - - [23/May/2019:19:12:04 +0000] \"GET / HTTP/1.1\" 200 612 \"-\" \"Mozilla/5.0
(Macintosh; Intel Mac OS X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.157
Safari/537.36\" \"-\"\n","stream":"stdout","time":"2019-05-23T19:12:04.9392125147"}

{HRRAESN D HA—FE, A TXSAFRSIBITHARIZLZ, 7LV docker-compose 8 id
YRR BN labels FR2ESRAE NIX 4y
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ShJm filbeat TR a5 H & S 1E LR A json A% XK AEHT I L4 F] es
(g 3

1.%%% docker-compose

yum install -y python2-pip

2K BLAEH pip %%, BRIATEONESN, w LUS RTINS, AR < R

https://mirrors.tuna.tsinghua.edu.cn/help/pypi/

pip Iy & A‘ C&)

pip install -i https://pypi.tuna.tsinghua.edu.cn/simple pip -U
pip config set global.index-url https://pypi.tuna.tsinghua.edu.cn/simple

3.4k 4223 docker-compose </ }S

pip install docker-compose

4.t A\ )’7

docker-compose version

9’5 - ° xf
5.9%5 docker-compose.yml A

[root@elk-176 ~]# cat docker-compose.yml
version: '3’
services:
nginx:
image: nginx:v2
# W& labels
labels:
service: nginx
# logging & &4l labels.service
logging:
options:
labels: "service"
ports:
- "8080:80"
db:
image: nginx:latest
# % labels
labels:
service: db
# logging X E G N labels.service
logging:
options:
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labels: "service"
ports:
- "80:80"

6.75 F 1%

docker ps -alawk 'NR>1{print "docker rm",$1}'|bash

7.1217 docker-compose.yml N

docker-compose up -d

8405 H AN T lable #R4% o).

[root@elk-176 ~]# tail -1
/var/lib/docker/containers/b2c1f4f7f5a2967fe7d12c1db124ae41f009ec663c71608575a4773beb6ca5f8/b
2c1f4f7f5a2967fe7d12c1db124ae41f009ec663c71608575a4773bebb6ca5f8-json.log

{"log":"192.168.47.1 - - [23/May/2019:13:22:32 +0000] \"GET / HTTP/1.1\" 304 0 \"-\" \"Mozilla/5.0
(Macintosh; Intel Mac OS X 10_14_5) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.0.3729.157
Safari/537.36\" \"-\"\n","stream":"stdout","attrs":{"service":"nginx"},"time":"2019-05-
23T13:22:32.4787083927"}

9.iC & filebeat A y

[root@elk-176 ~]# cat /etc/filebeat/filebeat.yml
filebeat.inputs:
- type: log

enabled: true

paths:

- /var/lib/docker/containers/*/*-json.log
json.keys_under_root: true
json.overwrite_keys: true

output.elasticsearch:
hosts: ["192.168.47.175:9200"]
indices:

- index: "docker-nginx-%f{[beat.version]}-%{+yyyy.MM.dd}"

when.contains:
attrs.service: "nginx"

- index: "docker-db-%{[beat.version]}-%{+yyyy.MM.dd}"

when.contains:
attrs.service: "db"
setup.template.name: "docker”
setup.template.pattern: "docker-*"
setup.template.enabled: false
setup.template.overwrite: true
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4.4.6 IL & filebeat JBY IRFREM B ERH L FAEIRARRS

Hurhik, C&r RS KRBER LT, HEEAMRHESMIERHSRAE T i, AEFX5, ALl
A DAE— B AT A R W, AR AR 45 A H SR B AN R & 5
filebeat fic & S

[root@elk-176 ~]# cat /etc/filebeat/filebeat.yml
filebeat.inputs:
- type: log
enabled: true
paths:
- /var/lib/docker/containers/*/*-json.log
json.keys_under_root: true
json.overwrite_keys: true
output.elasticsearch:
hosts: ["192.168.47.175:9200"]
indices:
- index: "docker-nginx-access-%{[beat.version]}-%{+yyyy.MM.dd}"
when.contains:
attrs.service: "nginx"
stream: "stdout”
- index: "docker-nginx-error-%{[beat.version]}-%{+yyyy.MM.dd}"
when.contains:
attrs.service: "nginx"
stream: "stderr”
- index: "docker-db-access-%{[beat.version]}-%{+yyyy.MM.dd}"
when.contains:
attrs.service: "db"
stream: "stdout”
- index: "docker-db-error-%({[beat.version]}-%{+yyyy.MM.dd}"
when.contains:
attrs.service: "db"
stream: "stderr”
setup.template.name: "docker”
setup.template.pattern: "docker-*"
setup.template.enabled: false
setup.template.overwrite: true

4.4.7 BIFRT FEHBIZ1T /5 H SWERB

LI HBE
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[root@elk-176 ~]# docker ps -a

CONTAINER ID IMAGE COMMAND CREATED

STATUS PORTS NAMES

f92f4d747584 nginx:latest "nginx -g 'daemon of..." 45 minutes ago Exited (0) 51
seconds ago root_db_ 1

b2c1f4f7f5a2 nginx:v2 "nginx -g 'daemon of..." 45 minutes ago Exited (0) 51
seconds ago root_nginx_1

[root@elk-176 ~]# docker commit root_nginx_1 nginx:v3
sha256:4457e2b7afc719ef185¢75c02031b11c1407efe2e2e57b85f0c9347d04a9ff00
[root@elk-176 ~]# docker commit root_db_1 nginx:v4
sha256:a7e8d8b3290c817194956aa06fc486ef928853121d9c6224fd64fe759c967dda
[root@elk-176 ~]# docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
nginx v4 a7e8d8b3290c 35 seconds ago 109MB
nginx v3 4457e2b7afc7 45 seconds ago 109MB
nginx v2 c181c6355cd9 2 hours ago 109MB
nginx latest 53f3fd8007f7 2 weeks ago 109MB
21824311247 docker-compose \ ) 7
[root@elk-176 ~]# cat docker-compose.yml
version: '3’
services:

nginx:

image: nginx:v3
# & H labels
labels:

service: nginx
# logging & &1l labels.service
logging:

options:

labels: "service"

ports:

- "8080:80"

db:

image: nginx:v4
# W H labels
labels:

service: db
# logging X E G N labels.service
logging:
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options:
labels: "service"
ports:
- "80:80"
[root@elk-176 ~]# docker-compose up -d
Starting root_nginx_1 ...
Starting root_nginx_1 ... done

Starting root_db_1 ... done

[root@elk-176 ~]# docker ps

CONTAINER ID IMAGE COMMAND CREATED

STATUS PORTS NAMES

04308aa3928b nginx:v4 "nginx -g 'daemon of..." 30 seconds ago Up 1 second
0.0.0.0:80->80/tcp root_db_1

49d2e2210e6f nginx:v3 "nginx -g 'daemon of..." 30 seconds ago Up 1 second
0.0.0.0:8080->80/tcp  root_nginx_1

.U F AR A A TR A o« Y

curl logcalhost/zhangya.html
curl logcalhost:8080/zhangya.html

4o ERERICERINEER T HE, ZH ‘ﬂ‘lﬁﬁﬁﬁ%ﬁﬁ B 24 filebeat AC & SCAHB A] LARFEER)
R HTBAR ) B SR KB A R R R //.X

4.4.8 B docker %% HERELA json

N\
R4 e 81 docker MY H 52 3, SRR EECA json K st g 2

https://discuss.elastic.co/t/filebeat-module-custom-index/181350

5.2.1 filebeat At B 304

[root@elk-175 ~]# cat /etc/filebeat/filebeat.yml
filebeat.config.modules:
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path: ${path.config}/modules.d/*.yml
reload.enabled: true
setup.kibana:
host: "192.168.47.175:5601"
output.elasticsearch:
hosts: ["localhost:9200"]
indices:
- index: "nginx_access-%{[beat.version]}-%{+yyyy.MM.dd}"
when.contains:
fileset.name: "access"
- index: "nginx_error-%({[beat.version]}-%{+yyyy.MM.dd}"
when.contains:
fileset.name: "error"
setup.template.name: "nginx"
setup.template.pattern: "nginx_*"
setup.template.enabled: false
setup.template.overwrite: true

A y
5.2.2 filebeat modules Bt &

¥y
A HY nginx BRI B 7 28 2 NMEAF, B _E%ﬁﬁfﬁiﬁ‘f%, R LB AT T 3R Ja B Ak 23

https://www.elastic.co/guide/en/elasticsearch/plugins/6.6/ingest-geoip.html
https://www.elastic.co/guide/en/elasticsearch/plugins/6.6/plugin-management-custom-url.html

Lk 2% SN

[root@elk-175 ~]# /usr/share/elasticsearch/bin/elasticsearch-plugin install ingest-user-agent

[root@elk-175 ~]# /usr/share/elasticsearch/bin/elasticsearch-plugin install ingest-geoip

mg TRk N

[root@elk-175 ~]# wget https://artifacts.elastic.co/downloads/elasticsearch-plugins/ingest-user-
agent/ingest-user-agent-6.6.0.zip

[root@elk-175 ~]# wget https://artifacts.elastic.co/downloads/elasticsearch-plugins/ingest-
geoip/ingest-geoip-6.6.0.zip

[root@elk-175 ~]# /usr/share/elasticsearch/bin/elasticsearch-plugin install file:///root/ingest-geoip-
6.6.0.zip

[root@elk-175 ~]# /usr/share/elasticsearch/bin/elasticsearch-plugin install file:///root/ingest-user-
agent-6.6.0.zip

s nginx FEH:

[root@elk-175 ~]# filebeat modules enable nginx
[root@elk-175 ~]# egrep -v "#|*$" /etc/filebeat/modules.d/nginx.yml
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- module: nginx
access:
enabled: true
var.paths: ["/var/log/nginx/access.log"]
error:
enabled: true
var.paths: ["/var/log/nginx/error.log"

R 6.7 ZJFIXPANMETBRAEE R T elasticsearch, NG ZEEM 22 4% |
5.3 fi FIBE B SE R 48 H % message # secure H &
WERAN FE B4, tn] DL Bt il H B 0 8E message 1 secure H &
5.4 § A\ kibana i

ﬁmm%ﬁ%mmmﬁ%%AM@%E%ﬁ%W%%%Aﬁ%ﬁﬁmébtﬁﬁﬁgﬁz%m&,
maﬁmmm@ﬁmﬂﬁﬂmmmww%%m%a,%ugiaﬁfglﬁgﬁgﬁmz
LIS AL B TR AT 75 E B

2.8 NP B 51 4 BT L 2 X \),X’

T 1% /
1% 417 filebeat 1) kibana LI, MH Fx Asga AT B i SC A
2 fE AL S BN IR 5 A4 AR N A

cp -a /usr/share/filebeat/kibana /root

find . -type f ! -name "*nginx*"|xargs rm -rf

B#R 5| B3 TR 5 405

sed -i 's#filebeat\-\*#nginx\_\*#g' Filebeat-nginx-logs.json

sed -i 's#filebeat\-\*#nginx\_\*#g' Filebeat-nginx-overview.json

sed -i 's#filebeat\-\*#nginx\_\*#g' filebeat.json

filebeat setup --dashboards -E setup.dashboards.directory=/root/kibana/

5.5 ¢ A HU & mysql HEMEH &

show variables like ’long query time% ;

show variables like *slow query% ;

THR4REHE

set global slow query log=ON;
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WEEE W HEFBLE

set global slow query log file=" /var/lib/mysql/slow. log’ ;
WHE B 5 atidx

set global long query time=5

DPA_E SR I e 2B 250 3850 B 5 2R 280 R DA b P 2503 o 381 2 S e B S
vim /etc/my. conf

slow_query log=ON

slow query log file=/var/lib/mysql/slow. log

long query time=5

5.5.3 FEhHlE mysql BEH

A4

MariaDB [ (none)]> select user, host from mysql. user :

| user | host |

| root | 127.0.0.1 |
| root | ::1

| | db01 |
| root | dbO1l \
\ | localhost |
| root | localhost |

6 rows in set (0.00 sec)

MariaDB [ (none)]> select sleep(l) user, host from mysql.user ;

| user | host |

| 127.0.0.1 |
| 2qll

| dbo1 \
| dbo1 \
|

| localhost |

o o o o o o

localhost |
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6 rows in set (6.01 sec)

5.6 f# FIAEHU & mongo HEM redis H&

FeE FREFREHS

Y HERBEIEE Z R, "TRET E 5 N EE NG AF A4S E 7, [%JJ:#}P% N
kS HEERIFEM .
filebeat SZ#p H & & 1% 3 redis 803 kafka /£ N1 BBV AE

HRH T2, siAse BRI E HEREE T . -
B LAt i H &2 json k%X

6.1 fEFHEAE redis fENERE

X EFEEY, R redis 1EAZAT
Al OB AR () H 2R RO S Rl — N i‘zmﬂm%ﬁéwﬁ,'@%‘% logstash 5 #2 Kt ok 2 4+
Wl LUK BT A I H &S B NE—ANEEF, SR 5555 logsthgly 2 JEALFE .

[root@elk-175 ~]# yum install redis -y
[root@elk-175 ~]# systemctl status redis
[root@elk-175 ~]# redis-cli
127.0.0.1:6379> set k1 v1

oK

127.0.0.1:6379> GEt k1

L

127.0.0.1:6379>

4 nW SN json k%=

log_format json '{"time_local": "$time_local","
""remote_addr": "$remote_addr", '
"referer": "$http_referer”, '
"request”: "$request”, '
""status": $status, '
"bytes": $body_bytes_sent, '
""agent": "$http_user_agent”, '
""x_forwarded": "$http_x_forwarded_for",
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"up_addr": "$upstream_addr";’
"up_host": "$upstream_http_host",’
""upstream_time": "$upstream_response_time",’

"request_time": "$request_time"' ' }';

6.1.3 L& filebeat B A BRI key H

[root@elk-175 ~]# cat /etc/filebeat/filebeat.yml
filebeat.inputs:
- type: log

enabled: true

paths:

- /var/log/nginx/access.log
json.keys_under_root: true
json.overwrite_keys: true
tags: ["access’]

- type: log
enabled: true
paths:

- /var/log/nginx/error.log
tags: ["error’]

setup.template.settings:
index.number_of shards: 3
setup.kibana:
host: "192.168.47.175:5601"
output.redis:
hosts: ["localhost"]
keys:
- key: "nginx_access"
when.contains:
tags: "access”

- key: "nginx_error"

when.contains:

tags: "error”

6.1.4 it & logstash SEEXAF K key

[root@elk-175 ~]# cat /etc/logstash/conf.d/redis.conf
input {
redis {
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host => "127.0.0.1"
port => "6379"
db =>"0"
key => "nginx_access"
data_type => "list"

}

redis {
host => "127.0.0.1"
port => "6379"
db =>"0"
key => "nginx_error"
data_type => "list"

filter {
mutate {
convert => ["upstream_time", "float"]
convert => ["request_time", "float"]

output {
stdout {}
if "access” in [tags] {
elasticsearch {
hosts => "http://localhost:9200"
manage_template => false

index => "nginx_access-%{+yyyy.MM.dd}

}
if "error” in [tags] {
elasticsearch {
hosts => "http://localhost:9200"
manage_template => false
index => "nginx_error-%{+yyyy.MM.dd}"

}
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6.1.5 filebeat W4 H E BN B]—4> key H

[root@elk-175 ~]# cat /etc/filebeat/filebeat.yml
filebeat.inputs:
- type: log

enabled: true

paths:

- /var/log/nginx/access.log
json.keys_under_root: true
json.overwrite_keys: true
tags: ["access"]

- type: log
enabled: true
paths:
- /var/log/nginx/error.log
tags: ["error"]
setup.template.settings:

index.number_of_shards: 3
setup.kibana:

host: "192.168.47.175:5601"
output.redis:

hosts: ["localhost"]

key: "filebeat"
<« - \ N
6.1.6 logstash 1R#E tag X —> key ERIARFHE
7 11X /
[root@elk-175 ~]# cat /etc/logstash/conf.d/redis.conf
input {
redis {
host => "127.0.0.1"
port => "6379"
db => "0"

key => "filebeat"
data_type => "list"

}
filter {

mutate {
convert => ["upstream_time", "float"]

convert => ["request_time", "float"]
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}
}
output {
if "access" in [tags] {
elasticsearch {
hosts => "http://localhost:9200"
manage_template => false
index => "nginx_access-%{+yyyy.MM.dd}"
}
}
if "error” in [tags] {
elasticsearch {
hosts => "http://localhost:9200"
manage_template => false
index => "nginx_error-%{+yyyy.MM.dd}"
}
}
}

6.2 /¥ nginx+keepalived fRE £ & redis

6.2.1 fERITRNA
h A

I IRATSELS 7R redis ENBERIARE HIZERE, (H/2 6 redis fF7E— N, 2 B S s
ESRTT LR AL AL BE, (H 2 IRV BE B E I R AR EN S RIS 2wl fe 2 5.
redis BT R Y L FAEH |
xR HIATH BT A
FREWT: A

j Fﬂ)ﬁﬁ%i‘zﬁ\lﬂ%ﬂ, BIRA MR O, (HE CIRGF T

1. f /] nginx+keepalived [ [ARER B IS 2| S THHI 2 & redis

2. %83 redis MFEVIH A ESE —BUER R, FrURGENRAEM 2 6 redis, HHATHE—G, H4h—6176FEN
backup, REH—EREHE, FGF 2Tl

3. filebeat HJ oputut fJ redis HuhikA keepalived HFEHL IP

4. logstash A LLB BN 2 AT SR INIEEEL redis M5

5. J5um Al LR Z 6 es SERFRMSCHE

I
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logstash

filebeat logstash

logstash

TER: NI stream #EBR, FELE nginx.conf BLEJEARIN, A EAE conf.d %@?Eﬂﬁ

[root@lb02 ~1# cat /etc/nginx/nginx. conf
stream {
upstream redis {
server 10.0.0.51:6381 max fails=2 fail timeout=10s;

server 10.0.0.51:6382 max fails=2 fail timeout=10s backup;

}
server {
listen 6379;
proxy connect timeout 1s;
proxy_timeout 3s;
proxy pass redis;
}

——

[root@db01 /opt/redis 6381/conf]# cat /opt/redis 6381/conf/redis 6381. conf
bind 10. 0. 0. 51

port 6381

daemonize yes

pidfile /opt/redis 6381/pid/redis 6381. pid

logfile /opt/redis 6381/logs/redis 6381. log
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databases 16

save 900 1

save 300 10

save 60 10000
stop—writes—on—bgsave—error yes
rdbcompression yes

rdbchecksum yes

dbfilename redis 6381.rdb

dir /data/redis 6381

[root@kafka-175 conf.d]# cat /etc/filebeat/filebeat.yml
filebeat.inputs:
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- type: log
enabled: true
paths:

- /var/log/nginx/access.log
json.keys_under_root: true
json.overwrite_keys: true
tags: ["access"]

- type: log
enabled: true
paths:

- /var/log/nginx/error.log
tags: ["error"]

setup.template.settings:
index.number_of shards: 3
setup.kibana:
host: "192.168.47.175:5601"

output.kafka:

hosts: ["192.168.47.175:9092","192.168.47.176:9092","192.168.47.177:9092"]

topic: elklog

) A4
6.3.6 logstash Ao &
LU NN

[root@kafka-175 conf.d]# cat /etc/logstash/conf.d/kafka.conf
input{

kafka{

bootstrap_servers=>"192.168.47.175:9092"
topics=>["elklog"]

group_id=>"logstash"

codec => "json"

}
}
filter {
mutate {
convert => ["upstream_time", "float"]
convert => ["request_time", "float"]
}
}
output {

if "access" in [tags] {
elasticsearch {
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hosts => "http://localhost:9200"
manage_template => false
index => "nginx_access-%{+yyyy.MM.dd}"
}
}
if "error” in [tags] {
elasticsearch {
hosts => "http://localhost:9200"
manage_template => false
index => "nginx_error-%{+yyyy.MM.dd}"
}
}

N

F7E AL E logstash [F2P mysql #E . Q

1 F jdbc & E 7T LLEZE mysql BI%0E ) logstash B X’

/ﬁ'/

#8E kibana HEER

8.1 kibana W HE N8

8.2 kibana A & El#%

FOFE grafana HEE R~

k% 1 kibana #b, grafana 32 RFM es TR HUCEHE IF R

https://grafana. com/docs/features/datasources/elasticsearch/#fusing—elasticsearch—in—grafana

ZHEHEEM http:/Mmww.oldboyedu.com




ZBYZ Linux BELR#E F B 1T #E (www.oldboyedu.com)

F10ZE HIR &
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