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Elasticsearch
&
Al

8% : ZB# Linux HF-
R A

2019/7/%\)
Y%,

PR

Ctrl+1 il |

Ctrl + 2 i

Ctrl + 3 i& )‘
Ctrl + z&l

Ctrl +5

/Ef}@
/
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3.0 JUMIE T B ooy
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5.2 JUA(text)
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F1E A4
1.1 JIAN A%

LA 22 R?
2R A R B ArE?

34144 R ZE A Lucene? %

4 4 72 Elasticsearch ?

1.2 HaRER?

REHEEME 50
i = 0%, KRR \:>
BEE GEIZO

TRRRIGIER, R, 5 APP ﬂN;S:’

IT RGN Z, OA fF,

B AT AR SRS BRI, ek B SR, tl:iﬂ%‘i Ay, Y

1.3 IR A HE R RS EARE?

WA I A E, BEEXS IT, TN A PWITE, #RRITE, B AR A A 5l e B i, b
Gt FL PR O PO P A5 U, TR Lt Y AT , T 1 o s ) ) 5 2

LET U, R dEE 7 ARERR, el “R A TR, ARKIE%
T4 BEHANTR, EA 0

2.2 B EZHE linux Fhi
3.2 B E python B
4.2 5 ##H DBA

5.2 5314 F oldzhang
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AR ids

ZR% 1, 2,3, 4,5

HH 1, 2, 3, 4, 5

B 2, 3

linux 2

python 3

DBA 4 ?}
oldzhang 5

Elasticsearch A& —NSEHS )34 XA 2R 70 M 51 28, RE LR UV AN 2 R DR A I I AR, 22

WAV EEE . EPAEESUR R SR R=AThaemdl e

Elasticsearch /& —~3& T Apache Lucene(DMYUTH R 51 % TLIRAEITIRIE & £ 9, Lucene AJ
DN RIS AW SIS = &ivves MR EAE 857 e HIHE R G B . {H7E, Lucene e — 1.
BB E, ARLAUE Java K N PR L B BRI o, SEREEE 2, Lucene
R, BT RN SRS A TAE 1. Elasticsearch 7 Java JF&
A Lucene fE A FERoL BSINE 451 AR b, {FLRL eI F A REIAL 3§ RESTAul AP
KBk Lucene [195 444 Wik 45 SO R ARG fi

Wl

2.2 elasticsearch ThRE

(1 A B 1751
R Kl s N2, 1T RGP R
G A, Bl 7 RSB IR A EHEAET 10 FR K A WL R s, sl 1N H
Vj In] YT o P e AR
AT R, B
(2) &BXKR, Gz, st
ERE: AR SEHE S A BRI, select * from products where product_name like "%’
B %"
itttz JAB R 52808 HACH S R an #0E ELE,  select * from products where
category id="H b &'
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VLR B3 R, HRIEE

HAaomtr: AV E— MK AL DR, select category_id,count(*) from products group

by category id

(3D X I B AR AT I S R A 3

oA ES B LUK EEE - #3126 RS 4 LRI R

FIREE AR B /A CBLfS, wrT DR R B IR S 48 Z AR =2, B AR AR s g LS

R AL B T ?5

UTSERT: KRR EIET 1 /D GXAIAZLE SR, B, batch-processing N :

X AR AT IR R AN b <
)

PR AT E BRSSP lucene, ML, RAEER GRS LA, &AL R SRS

0] DAL 1 A

2.3 elasticsearch M FHF 5

N

41 o Q

(D 4eimkl, RUUAEaR, I8, FENGEREAR, '%ﬁ,u o, TR
(2) The Guardian C[E4Mg7E M) %@Wﬁéé)ﬂ%ﬁ%ﬁaﬁ% Cmiilr, BB, W, 1) +
FEAZ P28 H A ORREFEB B A OB "TEM, SRR R T SR AR, kA 03B b ) ST
BEARS (B, IR, BT, B, Epe ag )

(3) Stack Overflow ([EHAMIFEF FH T f’d{? , IT W), FEFPREs, a2 b3, B ASERR

PRI, 2R, RN ESN PR 17, Rk E SRR B %, @R
EERCZERO VIS S

N L TACAT S

}:%H% ES #HAT &2 R %dE o8 (ELK HiK,

AT, WR R B R EERACT 50 Bk, widmd, ik Sk

T, BRI HIE I 100% 005, 1 BLHL T BEE 85% & MR H AL, IR, ES $uUTHdRE
SrAAIFZAE, Kibana JEAT 8005 AT AL
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= A

(9 EW: ssHEE (B, #HE, 117, %%, IT 248 % (OA, CRM, ERP, &) , #
ot (ES #I10—MER 50

2.4 Elasticsearch FJ4: S

(1) ATDMEAN— D RED AR (B GRS H) oK, A3 PB 208, MRS Kad; thalbl
BATAERNLL, RSN ATE

(2) Elasticsearch T A1 4 A, =5 R4 TRE . SHEA T UL AR, éi\)
e, AT T M—T 1 ES; lucene (&CHGZ) , o FH B 9 #r B4 (&{Eé ) NG L
P& (mycat) Y,

(3) XS, BRI, e, T N, B3 4 gr ES, #ii

CIMERNA A RGO T, BdEEAKR, BIEAZRESR
(4) Ky e e i xR 2 SR G K (55, A 25 RhIEL ATERAE) 5 ReBRIZhAE,

tlna ot s, FSCAAE, MREHAY, EaR8dE0r, HEZINU LA Elasticsearch {F

U }%N ' ARSI FFAGRE . JSON R4k K
Uk bR ERS . BT, W & T .

ZHYRFRE S >R, HHOZE N N
FE—TFix/A JSON hY, BRET

{
"email": "john@smith.com”, "first_name": "John",
"last_name": "Smith",
"info":
{ "bio": "Eco-warrior and defender of the weak",
"age": 25,
"interests": [ "dolphins”, "whales" ]
J.
"join_date": "2014/05/01"
}

T
BIT ZH
3.1 U ST RN

CYBEE
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https://www.elastic.co/guide/en/elasticsearch/reference/current/install-elasticsearch.html

docker 1. HEAE 1.7 EH dockerflT4niR
2 JFFEEN A 2 BN E R, FEEFERGER
KW =Fpubid S3H AT EHERE X

tar 1 .5BE Ri% . FEEHCE RIS
2.5t RG 1R 5 P 2. H AL R0 75 BRI 1

Rpm | deb 1.3 E77E 1.3 EN A EAEAR R E 3

2. )8 B A 22 25 B 1A 2 AT BN T3
317 E FhrtElL 3EINILEFEBK

ansible 1 AR AT R 7E 1. FE 2] ansible g 2 A0 H ]
2 AR E T e ER A 2.7 BT RR G B A BAR
SHEIEEER 3. FEE NLEY

e

3.1.1 java %34

£ Y%

yum install java

- 7Y
A LA

3.1.2 B ERR

wget https://artifacts.elastic.co/downloads/elasticsearch/elasticsearch-6.4.2.rpm
rpm -ivh elasticsearch-6.4.2.rpm

systemctl daemon-reload

systemctl enable elasticsearch.service

systemctl start elasticsearch.service

systemctl status elasticsearch.service

ps -ef|grep elastic

Isof -i:9200

- N4
3.1.3 tar &34
ya s B KN

/ .
3.1.4 docker &3

3.2 WALE LRI

| [root@elk-75 elasticsearch]# curl 'http://localhost:9200/?pretty’
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{

"name" : "KhcOKcU",
"cluster_name" : "elasticsearch",
"cluster_uuid" : "tTJORmcOQp60oB-Sx6euCIA”,
"version" : {
"number” : "6.4.2",
"build_flavor" : "default”,
"build_type" : "rpm”,
"build_hash" : "04711c2",
"build_date" : "2018-09-26T13:34:09.098244Z",
"build_snapshot" : false,
"lucene_version" : "7.4.0",
"minimum_wire_compatibility_version" : "5.6.0",

"minimum_index_compatibility_version" : "5.0.0"

B

"tagline” : "You Know, for Search"
}
4 AERE /I\)
4.1 fARECE B F AR B E S
rpm -ql elasticsearch ##7% elasticsearch FfF223% | R H 5%
/etc/elasticsearch/elasticsearch.yml  #Jid & (1
/etc/elasticsearch/jvm.options #jvm ERALEC E S
/etc/init.d/elasticsearch #init J3 304
/etc/sysconfig/elasticsearch #IN 5 AR BT B O

/usr/lib/sysctl.d/elasticsearch.conf  #sysctl 28501, &M KRR
/usr/lib/systemd/system/elasticsearch.service #systemd 5330

/var/lib/elasticsearch # HdE Hx
/var/log/elasticsearch #HEH®
/var/run/elasticsearch #pid Hx

A4
4.2 elsticsrach Bt & AL

Elasticsearch C&H T RIFHIBRIME, Hral & 15 A B4 GEAH I T B Bl 12 T, e 204 e ml e 7 2L
WAL, {HEf5RUL, Elasticsearch A5 5. WRIRER] T HEGE A8, Rk 5 VAR S & 58 I i EE AR R

| [root@elk-75 elasticsearch]# egrep -v "~ #" elasticsearch.yml
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cluster.name: dba5

node.name: node-1

path.data: /data/elasticsearch

path.logs: /var/log/elasticsearch
bootstrap.memory_lock: true

network.host: 192.168.47.75

http.port: 9200

discovery.zen.ping.unicast.hosts: ["192.168.47.75"]

discovery.zen.minimum_master_nodes: 2

Va
4.3 BRI EEN AR

mkdir /data/elasticsearch
chown -R elasticsearch:elasticsearch /data/elasticsearch/
systemctl restart elasticsearch

systemctl status elasticsearch

4.4 B2 IF RIS R

E0] T ES A
https://www.elastic.co/guide/en/elasticsearch/reference/6.4/setup-configuration-memory.html
https://www.elastic.co/guide/en/elasticsearch/reference/6.4/setting-system-settings.html#sysconfig
### BIUR S B

vim /usr/lib/systemd/system/elasticsearch.service

## N IS4

[Service]

LimitMEMLOCK=infinity

### HED)

systemctl daemon-reload

systemctl restart elasticsearch

VX 3
sticséartch Ri& K&

5.1 %f%‘li%

7t elastiasearch H & 5]i[ (term) & —MREWEH R 5| kEHiI{E. foo,Foo,FOO JLANHial @& AR 514, &5l
i (term) 20 LLETT term & A TUERA RIS % .

5.2 JCA (text)

| SRR BEm A LT . W, ORSUARR— A MYR I, (ETE elasticsearch &3, A |
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TR HATIR, WAFERERILIAT AN 17 AR B OCER AT B W %, RN ZR |

PRI R Y R EOOA

5.3 43 #T(analysis)

DT IR AR O R G RE, AT B 45 AR T 401l 28 . tbfn: FOO BAR, Foo-Bar #1 foo bar ix J1A4™ A
B ] G wk A A [ 122 517 foo A1 bar, X462 5| 1A 7% £ Elasticsearch H& 5] .

5.4 Z£8¥ (cluster)

LB AN AR, MRS, XAMRER I ME R AT A, —MEFE M1
FRERINA “elasticsearch” LA FREIREER), KA R B LR —3 7, 2% sl B M4
FEAMRE, M HIIMANER. YFEA S NEHNNG, EHATNMEFNEHRARESR, , BTN AT
IINBIERIVERE. EER, — DU ARBIMARI—ANERE. Hoh, MRErT CUA 2 ML R, BN ERR
BHAFRERELIR.

5.5 37 /M (node)

—AN R NE R BT RS, B R AR R — R, W DR, O S SRR S R Th e . B SER —
BE T A ME— 142 7 AL S BB . a0 SRR AR ZE BRI AR, VR T DLE AT AR AR L ()19 i 48 XA 2
H bR # 2 7F Elasticsearch £ #E@ i 11 s 4 FREAT & BRAIEAE. — A0 20T AT BN B —AMRp e I SERE . Bk
WIESL T A1 S A4 K Elasticsearch (AR FE A, 31X R G0 SRARLE M AN 22 /N5 55, 40 SR 09 25 e, At AT 1 e i
R IF B3N A4 Elasticsearch f—AMEREH URTT LAA 2 ANMRARE AT i YN 4BA EARIS AT IR,
RERF)—AD 8, ZEAN T S SBANE R — MR X NMEH S — N A

AVIS.
5.6 4 Fr (shard)

v,

7 A AN Lucene S24,iX /2 Elasticsearch & B RILAUR E R TIRE. K528 M350 7 AR5 2 e =

e X AR, RGBSR E S A R, AT Z NS 2 0 FE . B R I R, AT TR LR R &R

5|, Elasticsearch 2 H & BAEHE T BTA )70 7, 24 K AR TR (R s, Elasticsearch 234143 1y #% Sh BAN [F] 9 s el
VG ORE R

—ANER 5] AT DA AEIR K B, X e 2% () ] DA I — A9 s A A7 R SRl o 4510 2, A2 AN ST o PG 2 8]
1TB. fUMNBEAT SHE R RESIRE, ICF — S MBENSE A —ERAMX A ZMEdE. N TR —

W, Elasticsearch ¥ & 51 RS2 N o ARG — AR 51 AR T DA S e R E R 7 FdE . B N0 A S
e NRDIRER . MSLH BT, AT DL AR AR B P AR

FEAS SO AAAAELE — D20 1 P AR — A ORI, R G2 B e 0 v P R e = B BIAF A A+
ERNBOL R, REIA S DTN Fro  ARATELESEHIE D P BBE, 25 Fr— B 0) Fr FIECEAREIZ 2L

5.8 BIA%F

A5 AT RE B, BIAREE R4 IS S A H i:
- AR P24 5 53 P SRR 5, T DA AR AR A3 F AR50 o
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- REEERe A E R E AT LLB 5 F EcE RIA S i T B . BB T, — D E S R EE — AR A HE A
] DAL G s A AL BN, B4 b 03 AEAN A 815 b, AN RESSZAE AN 3255 AR R 9 b

o B EEA PR EE R R R

- AT AR -

- FVFECRIHAT B (AT REAE 2 A R E) T SR s PEREAT Bk .

IXLBARSE R HI I RERT FI 7 R UL IE W B ARA T Z 2 8B, RS = Bah LB,

Y w

FHE—NEE A AR AR A R, 2248 A R AN A R il )

1%, 53 11 AT LUK B HEAT 1688 AIE RG] . IR, Elasticsearch  fo VRAROI 2 — AN AN DL IR R 5140 Fr sl
TERLT BB MBI ARBE A5 Fr o

52 i) EE L, R SRR A

- IR T R M, S SR R A SZ R . REE R NE, —ANE RS

ANSAEREER — N .

- ERTRY RERE IR E FOE R T UIEATA BIA L IATHAT.

ARG UIR G E N . REIATUEHIENSEZAN 0 . —BEH,SNRSUME T 25 FRIAS A .
I3 R AR IR A B AT TR R 5 & o MO RG] E, 0] LABE I o3 Bl A Y 200 (RN B 4y B
F-5 ==

BRAINE VLT, BANR G 5 AN v Al — AR, X RS IR ERET B DB R L R A 5 AN EZE WS
A5 ANEIA S i 10 AN

£/ Elasticsearch 7 v & —> Lucene M1 5|, A SCRAF i B PR i, AR v] DAFE—A>

B—] Lucene & 5| H 7B E KAE N lucene-5843, 1R /& 2147483519(=integer.max_value-128)4 (4. 1k
A LM FH cat/shards APT 4555 Fr K/ .

T

R R B AR SRS ES . 10, TR — %5 BRG] B A5 R R 5, — T B8R R
5l ARG ERSINATETNS ET XN T UAERPITR S R MR ERIESE. ERNERT,
AL MR R 5]

T —

FEZR G|, AT LUE XA EE AN SRR R G B X £ RIGI T, —MRAPE SONAR —H AT B
SR BN, iEFAMER AR AT — AR B IHERTE BER A DR G e AR RG] ARET PUE L FPR
R P Bl — PR AU R HE, o — PSR RO PR Ml -

SCRY R A7EAE Elasticsearch H1 1 — JSON # R FEGE . g L 2R EP R
—4T o BN RS TR — A SCRYER — N 2R — A ID, AN SRS ER 2 — A JSON X%, 74k 7 BN EE L2 N T
B s E N . JFAEHT JSON SCRYRAEAEAE — AN UAE Sour B . 24482 SRS A i (s BRI [8] 5k R X A
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5.13 Bt

‘w

IR A5 S SR B0 22 P AR S5 ), B — R BIHE — WU, B T R 31 R — D 7 BER A, UL — DR ST N
BB . — WU AT P SEHE 3B AL 5 — Al SO I A B 3R

5.14 FB

&

SO REEAEE 2 AT B T BT DO — MR R A E (I AT A B H), T DR — A O B R iR
BEM .. TEBRBITRABIRE PRSI, AT BN N — 7B, BB . w47, R %E. FEBIEH
LA E Q] 7> iz 7 B AE -

5.15 X4

ID /& /N30 e — BRI, W RAE A PR BB i A 524t ID, R G2 B 3l AE —A> ID, SCR ) index/type/id w42 2 M

|
2

5.16 elasticsearch FIEHE FE HIXT M % R

Elasticsearch B
Index JE
Type x
Document 1T

FoxE X H

curl -X<VERB> '<PROTOCOL>://<HOST>:<PORT>/<PATH>?<QUERY_STRING>' -d '<BODY>"

VERB &4 HTTP J7vk 8¢ 1§ : GET'. 'POST. 'PUT. 'HEAD (¥ 'DELETE'. PROTOCOL http &
# https (IR R7E Elasticsearch ®iTH A —4 “https {CH)

HOST Elasticsearch ZE#FHEE T R ENA, 5 A localhost AAEAHALER FHIT A

PORT iz47 Elasticsearch HTTP Jk%5f0%s 115, ik 9200 .

PATH API f#&imgfa(flan _count KR [FI4EREH U4 E) . Path mlRe & ZAN44, fl4n: _cluster/stats #l
_nodes/stats/jvm .

QUERY_STRING {EZ ATIEMI & 7T R S5 (B0 ?pretty B0 il JSON R [EIME, HHERY FHik)
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| BODY 4+ JSON fstitsifiskih (iR i) |

M RLEATAT iR R I T 28 2pretty=true B, 173K 1035 B {22 25 kb6 AL 5 1) JSON Hde, 35k bl
ST T i
RGGRIRME T Rk R AL, 2format=yam, YAML 4 2%, 3445 80R [ 45 5 /SQ&

YAML # K.

TG, RESCRRT SRR, R SR EBOE & NSRS HdE . 2bGmaff=true, BRA2Z

false

A 1Rk [RME 8 filter_path J8/0 1% [RUE ) N 25 %’Mﬁﬁ%%ﬂ?o thar BLE A ACAT *

6.3 curl (81T H

-l A

[root@elk-75 ~]# curl -XGET 'http://192.168.47.75:9200/_count?pretty' -H 'Content-Type:
application/json' -d '

{

"query": { "match_all": {}
}
}

{

"count” : 0,

" shards" : {
"total" : O,
"successful" : 0,
"skipped" : 0,
"failed": 0
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6.4 es-head FHHZZ H

https://github.com/mobz/elasticsearch-head

docker pull alivv/elasticsearch-head
docker run --name es-head -p 9100:9100 -dit elivv/elasticsearch-head

B Mk

https://nodejs.org/en/download/package-manager/
https://nodejs.org/dist/latest-v10.x/
http://npm.taobao.org

T . N

yum install nodejs npm openssl| screen -y

node -v

npm -v

npm install -g cnpm --registry=https://registry.npm.taobao.org
cd /opt/

git clone git://github.com/mobz/elasticsearch-head.git
cd elasticsearch-head/

cnpm install

screen -S es-head

cnpm run start

Ctrl+A+D

cosmsELEmS

http.cors.enabled: true
http.cors.allow-origin: "*"

asmR®d

IP Hi1ik:9100
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192.168.47.75:9100

Elasticsearch rwinozesarrsozo = elasticsearch [ EEGRESROGHONN
HWE | FES| | HIBNE | BAEN (+] | EEES [+)
ol #7717 - | sot oo - | iew e - | R (o~
* node-1

6.5 kibana 32 H.

wget https://artifacts.elastic.co/downloads/kibana/kibana-6.4.2-x86_64.rpm
rpm -ivh kibana-6.4.2-x86_64.rpm

[root@elk-75 soft]# grep "~[a-Z]" /etc/kibana/kibana.yml

server.port: 5601

serverhost: "192.168.47.75"

elasticsearch.url: "http://192.168.47.75:9200"

kibana.index: ".kibana"

[root@elk-75 soft]# systemctl start kibana

[root@elk-75 soft]# systemctl status kibana

[root@elk-75 soft]# |sof -i:5601

COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
node 44667 kibana 12u IPv4 72918 0t0 TCP 192.168.47.75:esmagent (LISTEN)

7.1 SCREAESRHT APT
B M k.

https://www.elastic.co/guide/en/elasticsearch/reference/current/indices.html
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7.1.1 B 5] T
7.1.2 /A EGE

[root@elk-75 scripts]# cat input_elk.sh
#!/bin/bash
curl -XPUT '192.168.47.75:9200/megacorp/employee/1?pretty’ -H 'Content-Type: application/json’ -d'
{
"first_name" : "John",
"last_name": "Smith",
"age" : 25,
"about" : "I love to go rock climbing”, "interests": [ "sports”, "music" ]

curl -XPUT '192.168.47.75:9200/megacorp/employee/2?pretty’ -H 'Content-Type: application/json’ -d’ {
"first_name": "Jane",

"last_name" : "Smith",

"age" : 32,

"about" : "I like to collect rock albums", "interests": [ "music" ]

}

curl -XPUT '192.168.47.75:9200/megacorp/employee/3?pretty’ -H 'Content-Type: application/json' -d' {
"first_name": "Douglas”, "last_name" : "Fir",

"age" : 35,
"about": "I like to build cabinets”, "interests": [ "forestry" ]
}
[root@elk-75 scripts]# bash input_elk.sh
{
"_index" : "megacorp”,
"_type" : "employee”,
"id" 1,
"_version" : 2,
"result" : "updated”,
" shards" : {
"total" : 2,
"successful” : 2,
"failed" : 0
17
"_seq_no":1,

"_primary_term": 1
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}
{
"_index" : "megacorp”,
"_type" : "employee”,
"id" "2,
" version" : 1,
"result” : "created",
" shards" : {
"total" : 2,
"successful" : 2,
"failed" : 0
b
"_seq_no":0,
"_primary_term": 1

"_index" : "megacorp”,
"_type" : "employee”,
"id":"3",
" version" : 1,
"result” : "created",
" shards" : {
"total" : 2,
"successful" : 2,
"failed" : 0
b
"_seq_no":0,
"_primary_term": 1

V/’ P)
‘}‘/
7.1.3 ) SO

/1] 7

#AE R MR

[root@elk-75 scripts]# curl -XGET '192.168.47.75:9200/megacorp/employee/1?pretty’

{
"_index" : "megacorp”,
"_type" : "employee”,
"id":"1",

" version" : 1,
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"found" : true,

" source" : {
"first_name" : "John",
"last_name" : "Smith",

"age" : 25,
"about" : "I love to go rock climbing"”,
"interests" : [

"sports”,

"music”

]
}
}

HIM R SR SRS
[root@elk-75 scripts]# curl -XDELETE '192.168.47.75:9200/megacorp/employee/1?pretty’

{

_index" : "megacorp”,
"_type" : "employee”,
"id" "L

"_version" : 3,

"result” : "deleted”,
" shards" : {
"total" : 2,
"successful" : 2,
"failed" : 0
i
"_seq_no": 2,
"_primary_term": 1

}

7.2 &5 % API

[root@elk-75 scripts]# curl -XPUT '192.168.47.75:9200/megacorp?pretty’
{

"acknowledged" : true,
"shards_acknowledged" : true,
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"index" : "megacorp”

}

7.2.2 BHRIER

#EWRT| PIARER

curl -XGET '192.168.47.75:9200/megacorp/employee/_search?pretty’

#EWRIIFEFRMNER: BREAL: Smith 195G T

curl -XGET '192.168.47.75:9200/megacorp/employee/_search?q=Ilast_name:Smith&pretty’

#1# ] Query-string %1 iy

curl -XGET '192.168.47.75:9200/megacorp/employee/_search?pretty’ -H 'Content-Type: application/json’
-d'

{
"query” : { "match” : {
"last_name" : "Smith" }

I8

#E R L g AR

curl -XGET '192.168.47.75:9200/megacorp/employee/_search?pretty’ -H 'Content-Type: application/json’
-d'

{
"query" : { "bool": {
"must": { "match" : {
"last_name" : "smith" }
}, "filter™: {

"range” : {

"age" : {"gt":30}

}}

}}

}

V
7.2.3 MR R 5]
7 N/

#FMEREEA R T
[root@elk-75 scripts]# curl -XDELETE '192.168.47.75:9200/megacorp?pretty’
{

"acknowledged" : true
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F8E EREH

8.1 SERFAC B At

[root@elk-75 ~]# grep -v "~ #" /etc/elasticsearch/elasticsearch.yml
cluster.name: dba5

node.name: node-1

path.data: /data/elasticsearch

path.logs: /var/log/elasticsearch

bootstrap.memory_lock: true

network.host: 192.168.47.75

http.port: 9200

discovery.zen.ping.unicast.hosts: ["192.168.47.75","192.168.47.76","192.168.47.77"]
discovery.zen.minimum_master_nodes: 1

http.cors.enabled: true

http.cors.allow-origin: "*"

8.2 SERFHIFESR API

8.2.1 5 SRR BORI ,
PR ORI /V

B P AVAS

https://www.elastic.co/guide/en/elasticsearch/reference/current/cluster-health.html

Bl ~ TR

[root@elk-75 ~1# curl -XGET 'http://192.168.47.75:9200/_cluster/health?pretty’
{
"cluster_name" : "dba5",
"status” : "green”,
"timed_out" : false,
"number_of nodes" : 3,
"number_of data_nodes" : 3,
"active_primary_shards" : O,
"active_shards" : O,
"relocating_shards" : 0,
"initializing_shards" : 0,
"unassigned_shards" : 0,
"delayed_unassigned_shards" : O,
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"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : 0,
"active_shards_percent_as_number" : 100.0

}

822 BEERGRNEER

Cluster Stats AP1 Fo¥F WL HIH A ERA RATHER. ?//

https://www.elastic.co/guide/en/elasticsearch/reference/current/cluster-stats.html

R ‘ /}S

[root@elk-75 ~1# curl -XGET 'http://192.168.47.75:9200/_cluster/stats?human&pretty’

s
8.2.3 BEEEHMERE

BT . »(\\]

https://www.elastic.co/guide/en/elasticsearch/reference/current/cluster-get-settings.html

RS \ ),

curl -XGET 'http://192.168.47.75:9200/_cluster/settings?include_defaults=true&human&pretty"

/A
8.2.4 BT R ATPRE

~ A
B \A X

https://www.elastic.co/guide/en/elasticsearch/reference/current/cluster-nodes-info.html

B % Y N

curl -XGET 'http://192.168.47.75:9200/_nodes/procese?human&pretty’

curl -XGET 'http://192.168.47.75:9200/_nodes/_all/info/jvm,process?human&pretty"
[root@elk-75 ~1# curl -XGET 'http://192.168.47.75:9200/_cat/nodes?human&gpretty"
192.168.47.76 21 96 0 0.02 0.04 0.05 mdi - node-2

192.168.47.77 19 95 0 0.00 0.01 0.05 mdi * node-3

192.168.47.75 36 85 0 0.07 0.06 0.19 mdi - node-1

7N/
8.2.5 5l F

curl -XPUT '192.168.47.75:9200/blogs?pretty' -H 'Content-Type: application/json’' -d'
{
"settings” : {
"number_of shards" : 3,
"number_of replicas" : 1
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}
y

< C A 22 | 192.168.47.75:9100

Elasticsearch hii19216847.75:9200/ dba5 = $B2EE(E: green (18 of 18)

e | R3| | BENE | BAEE [+] | E8FE [+]

SBEMR | Index Filter

megacorp blogs .kibana
size: 17.5ki (35.0ki) size: 690B (1.35ki) size: 4.02ki (8.04ki)
docs: 3 (6) docs: 0 (0) docs: 1 (2)

2

o

e TSem I0J[1]12

o s 2|34 1|2 0
* Toes 0]1 4 0][1 0

wewsmes O

7B A AR ST, (HRIRATAT DA R R A2

curl -XPUT '192.168.47.75:9200/index2/_settings?pretty’ -H 'Content-Type: application/json’ -d'
{
"settings" : {
"number_of _replicas" : 2
}
}

8.3 AW 5 =T H

9.1 x-pack

9.2 search guard B REH
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BI0E £

10.1 BEEHHK
7/,
FNEMEHE

11.1 F3C5HAE8

https://github.com/medcl/elasticsearch-analysis-ik

masmese

cd /usr/share/elasticsearch/bin
.Jelasticsearch-plugin install https://github.com/medcl/elasticsearch-analysis-
ik/releases/download/v6.4.2/elasticsearch-analysis-ik-6.4.2.zip

v

RSl AKX

curl -XPUT http://192.168.47.75:9200/index

AT NN

curl -XPOST http://192.168.47.75:9200/index/fulltext/_mapping -H 'Content-Type:application/json’ -d'
{

"properties”: {
"content": {

"type": "text",

"analyzer": "ik_max_word",

"search_analyzer": "ik_max_word"

y

Ol — LA

curl -XPOST http:// 192.168.47.75:9200/index/fulltext/1 -H 'Content-Type:application/json’ -d'
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{"content™:" 3% [ B 45 L 5w R M ST )

curl -XPOST http:// 192.168.47.75:9200/index/fulltext/2 -H 'Content-Type:application/json’ -d'
{"content™:" A ZHER: K HIAL Ak B AL "}

curl -XPOST http:// 192.168.47.75:9200/index/fulltext/3 -H 'Content-Type:application/json’ -d'
{"content":"FREHin B b o E A . TR 1A A E Y

curl -XPOST http://192.168.47.75:9200/index/fulltext/4 -H 'Content-Type:application/json’ -d'
{"content":" 1 EH I LG HIHE L H F 7ot HLCHE"

] 9

curl -XPOST http:// 192.168.47.75:9200/index/fulltext/_search?pretty -H 'Content-
Type:application/json’ -d'

{
"query” : { "match" : { "content" : "H1[E" }},
"highlight" : {
"pre_tags" : ["<tagl>", "<tag2>"],
"post_tags" : ["</tagl>", "</tag2>"],
"fields" : {
"content” : {}
}
}
}
F7ZAD. N -
11.1.4 EF ¥

N/
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11.2 HEWERET

nginx+filebeat

nginx+filebeat

nginx+filebeat

logstash
+elasticsearch

logstash
+elasticsearch
+kibana

logstash
+elasticsearch

e

log_format access_json '{"@timestamp":"$time_iso8601",'
"host":"$server_addr",’

clientip":"$remote_addr",'
"size":$body_bytes_sent,’
"responsetime":$request_time,’
"upstreamtime":"$upstream_response_time",’
"upstreamhost":"$upstream_addr",'
"http_host":"$host",'

“url™:"$uri",’

"domain":"$host",'
"xff":"$http_x_forwarded_for",’

"referer":"$http_referer”,’
"status":"$status"}’;

waiemsg®

### LSRR e 3)
daemonize yes

#H# GRE R L AE
bind 192.168.47.75
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#4#4# VUi O
port 6380

### pid SR log ST A ARA7 ki
pidfile /opt/redis_cluster/redis_6380/pid/redis_6380.pid
logfile /opt/redis_cluster/redis_6380/logs/redis_6380.log

### W EHRIEENSE, BIAEIEZERNO
databases 16

#HHE TR E AR MIF AR S48, B2 dump.rdb
dbfilename redis_6380.rdb

### AR R H %
dir /data/redis_cluster/redis_6380

11.2.4 filebeat it &

filebeat.prospectors:
- type: log
enabled: true
paths:
- /usr/local/nginx/logs/*access.log
json.keys_under_root: true

json.overwrite_keys: true

output.redis:
hosts: ["192.168.47.75"]
key: "filebeat"
db: 0
timeout: 5

71T Yy

11.2.5 logstash Fit &
/

root@docker-elk-135:~/docker_compose# cat logstash.conf
input {
redis {
host => "192.168.47.75"
port => "6380"
db =>"0"
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key => "filebeat"

data_type => "list"

filter {
mutate {
convert => ["upstream_time", "float"]
convert => ["request_time", "float"]

output {
if [source] == "/usr/local/nginx/logs/act.goumin.com_access.log" {
elasticsearch {
hosts => "http://192.168.47.75:9200"
manage_template => false
index => "act-%{+YYYY.MM}"

if [source] == "/usr/local/nginx/logs/app.goumin.com_access.log" {
elasticsearch {
hosts => "http:// 192.168.47.75:9200"
manage_template => false
index => "app-%{+YYYY.MM}"

}

naewswigs 0

keys *
LLEN filebeat
RPOP filebeat

11.3 $2EX es 7% 1 H & TP HEH0BG K3%
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11.3.2 ThEESEHL

LIRS es B nginx H &4 18— %€ I 8] 3 1 Ff A 48k 44 (0 D7 1) TP e K| 10 4>
2. 1Y PR E A RAORAF B SCA

3SR UK TP A2 75 1 44 5 B[ TE iy

4 RAZHA N2 iptables B ks H, & 1 /NIRRT Khd—Ix

5 Pq ARk UL I R %A 8 Y 2%
1/1\
11.3.3 A fse
Y w \N2 ]

mysql-76:~/elk_ip# tree -L 2

F—— ip_log
| F—— actlog

| F—— ask.log

| }—— attlog

| F—— bbs.log

| F—— clog

| F—— dog.log

| F——log

| F—— malllog

|  F—— m.log

| F—— www.log

| L—— zhidao.log
—— iptables_log
F— mail_log

| F—— all.ip.txt

|  —— mail_all.txt

|  F—— mail_log.txt
| L—— mail_status.txt
F—— scripts

| —— disable_ip.sh
| F—— elk_topip.sh
|  F—— mailsh

|  b—— url_list.txt

L—— spider_log

PEHL TP A Y 25

mysql-76:~/elk_ip/scripts# cat elk_topip.sh
#!/bin/bash
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HHH# A L B ###
#HA Dhfg: M elasticsearch $#2HL 10 38 A U5 1A IP kB 2 19 IP, A EHFEANHEH

begin_time="$[$(date -d "-10 min" +%s)*1000]"
end_time="$[$(date +%s)*1000]"

url_date=$(date +%Y.%m)

for url in $(cat /root/elk_ip/scripts/url_list.txt)
do

curl -s -XPOST http://192.168.47.135:19200/${url}-${url_date}/_search?pretty -H 'Content-Type:
application/json' -d
{"size":0,"_source"{"excludes":[]},"aggs":{"2":{"terms":{"field":"remote_addr.keyword","size":10,"order":{"_
count":"desc"}}}}, "stored_fields":["*"],"script_fields":{},"docvalue_fields":["@timestamp"],"query":{"bool":{"
must":[{"match_all":{}},{"range":{" @timestamp":{"gte":""${begin_time}","Ite":""${end_time}"',"format":"epo
ch_millis"}}}], "filter":[],"should":[],"must_not":[{"match_phrase":{"host.name":{"query":"lingdang-
196"}}},{"match_phrase":{"remote_addr.keyword":{"query":"119.61.26.157"}}}1}}}'|egrep
"key|\"doc_count\""|xargs -n 6|awk -F"[ ,]" {print $3":"$7}'|egrep -v
"192.168.5|210.14.154" > /root/elk_ip/ip_log/${url}.log
done

EHBA YUY

mysql-76:~/elk_ip/scripts# cat disable_ip.sh
#!/bin/bash

N e

#FUPEHCIP A BAT SE RS, CREIACEEAT SR A I g

#UHR IP Yial A2 100 &k, i)

#WIRKH 196, L

#R R R, T

#EAMAE DU B K 58 BEL L 3712 18 F 36 R AR A 3k A2

time=9$(date +%F-%H:%M)

mkdir -p /root/elk_ip/iptables_log/${time}

mkdir -p /root/elk_ip/spider_log/${time}
path_mail_log=/root/elk_ip/mail_log/mail_log.txt
path_mail_all=/root/elk_ip/mail_log/mail_all.txt
path_mail_status=/root/elk_ip/mail_log/mail_status.txt
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>${path_mail_log}

for url in $(cat /root/elk_ip/scripts/url_list.txt)
do
path_ip_log="/root/elk_ip/ip_log/${url}.log"
path_iptables_log="/root/elk_ip/iptables_log/${time}/${url}.log"
path_spider_log="/root/elk_ip/spider_log/${time}/${url}.log"
foriin $(cat ${path_ip_log})
do
ip=$(echo ${i}|sed -rn 's/(*):(.*)/\1/p")
num=$(echo ${i}|sed -rn 's/(.*):(:*)\2/p")
if [ "${num}" -gt "100" ]
then
cmd=$(/usr/bin/host ${ip}legrep 'not found|no servers'|wc -I)
if [ "${cmd}" ==1]

then
if [ "$(/sbin/iptables -nL|grep "${ip}"|wc -)" == "0" ]
then
/sbin/iptables -1 INPUT 6 -s ${ip} -j DROP
echo "$(date +%F-%H:%M) ${num}:${ip}" >> ${path_iptables_log}
/bin/bash /root/elk_ip/scripts/mail.sh ${url} ${ip} ${num} ${time} >> ${path_mail_log}
else
echo "already exists $(date +%F-%H:%M) ${num}:${ip}" >> ${path_iptables_log}
fi
else

echo "$(date +%F-%H:%M) ${num}:.${ip}" >> ${path_spider_log}
echo "$(/usr/bin/host ${ip})" >> ${path_spider_log}
fi
fi
done
done

if [ -s ${path_mail_log} ]
then
cat ${path_mail_log} >> ${path_mail_all}
cat ${path_mail_log}|mail -s ##} IP {52 zhangya@goumin.com,wangwangqi@goumin.com > >
${path_mail_status} 2>&1
fi
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R A R A

mysql-76:~/elk_ip/scripts# cat mail.sh
#!/bin/bash

echo -e "

vilig 4 $1

Vil IP: $2

Vi) R H$3

j e i [ $4

S TR 55 B 0BT K K s

—
128 WA AP’

12.1 BENFH <A B 350 - S BU HE

12.2 NSRS R FH GC HE
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